The operational skills are essential for the cybersecurity practitioners and the hands-on experiments can be utilized to train their practical skills. As malicious attacks are continually changing and new vulnerability appears quickly with the increasing number of new software, it has been a challenging problem to develop hands-on experiments rapidly and continuously which are consistent with realistic threat scenarios. Normally, skilled engineers are familiar with threat scenarios and the attack/defense skills, but they have no motivation to develop hands-on experiments for education. In contrast, the faculties are good at teaching and training but they have no resource or experience to deploy lots of hands-on experiments by themselves. In this paper, we propose a framework called RC 2 F by adopting the crowdsourcing approach, which acts as a platform for the engineers and the faculties as well as channels between them for resource exchanging. In the framework, we also introduce two incentive models to motivate the participants, where the constructor-oriented Forward Incentive Model (FIM for short) encourages the engineers by the incentive mechanism and the demand-oriented Backward Incentive Model (BIM for short) balances the educational resources for the faculties. We also provide a comprehensive case based on the practical data to analyze the proposed framework. And the results validate that the proposed framework as well as the FIM and BIM models can address the challenge in developing hands-on experiments.
I. INTRODUCTION
The operational skills play an important role for the cybersecurity practitioners due to the intrinsic characteristics of the cybersecurity discipline. Many colleges and universities have developed cyber platforms or cyber ranges to provide hands-on experiments for the students or practitioners [1] . As stated in [2] , the authors found that the available resources for instruction (i.e. hands-on experiments) would make great impact on the curriculum, which are highly related to the knowledge and skills that the students may gain. Hence, developing hands-on experiments with high quality would achieve good teaching effect, and many studies try to design The associate editor coordinating the review of this manuscript and approving it for publication was Zheli Liu. these experiments from realistic scenarios that are shown to be more popular with the faculties and students [3] .
However, with the increasing demand for cybersecurity practitioners, the existing platforms cannot meet the urgent demands by providing a large number of hands-on experiments or covering as many subjects as possible. For example, the Arizona State University (Temple) developed only 20 experiments from 2011 to 2014 [4] . As the cybersecurity technologies change dynamically; many advanced attack or defense methods have been proposed in the past five years, but no experiment could be utilized to replay the new security events or predict security subjects that may occur in the future. Therefore, it has been an important and challenging task to develop a large number of realistic experiments that can reflect the latest security subjects and technologies continuously. In our work, we aim at developing hands-on experiments in the cyber range for cybersecurity education. A plenty of studies focus on the cybersecurity education by providing hands-on experiments in the cyber ranges. In the recent 10 years, about 100 papers have been published in the IEEE database as shown in Figure 1 . Notice that, a few papers are not related to the cybersecurity education, but they are misrecognized due to the IEEE search engine (for example, the work in [5] is irrelevant). However, there are still a lot of related works, not to mention the published results in other databases.
We investigated these works and found out that the research topics are limited to the following three aspects: 1) They show the importance of the hands-on experiments in cybersecurity education and provide some detailed methods;
2) They introduce solutions and technologies to develop the cyber range or the hands-on experiments;
3) They verify the effectiveness of the cyber ranges or the hands-on experiments.
In summary, extant studies only focus on the cyber range or the hands-on experiments themselves; no influential works have been proposed to solve the following problem: how to develop the hands-on experiments that can reflect the latest security subjects and technologies continuously in the cyber range? We face the following challenges in solving the problem. First, it is to analyze the situation of cybersecurity technology as well as cybersecurity education. And second, it goes to build a universally available collaboration framework for skilled engineers and faculties. The finals are designment of incentive mechanism for developers and users of hands-on experiments.
In this paper, we propose a crowdsourcing framework that addresses all the challenges. We summarize the contributions of our works as follows.
1) We formulate and summarize the characteristic of cybersecurity technologies, including confrontation, concomitance and rapid-changing, that would affect the cybersecurity education; 2) We propose and implement a crowdsourcing framework called RC 2 F to develop the hands-on experiments rapidly and continuously in the cyber range; 3) We introduce a constructor-oriented forward incentive model called FIM to encourage the constructors (cybersecurity enterprises or skilled engineers who contribute the data or skills); 4) We introduce a demander-oriented backward incentive model called BIM to balance the educational resources for the demanders who use these experiments for education.
We also introduce a comprehensive case to demonstrate and validate the proposed framework and the models. The results also corroborate the feasibility of the framework.
The remainder of this paper is organized as follows. Section II discusses the characteristics of cybersecurity knowledge and technology, and the particularity of cybersecurity talents and education is also analyzed. In addition, we introduce the challenges of developing hands-on experiments for education. The crowdsourcing approach and the applications in education are introduced in Section III. Section IV describes the crowdsourcing framework as well as the proposed FIM and BIM models; the proposed framework can overcome the challenges for developing hands-on experiments rapidly and continuously. A comprehensive case is provided in details in Section V. Conclusions and future works are discussed in Section VI.
II. ART-OF-STATE IN CYBERSCURITY EDUCATION
Cybersecurity knowledge and technologies are main contents of cybersecurity education. To begin with, we introduce the characteristics of cybersecurity knowledge and technologies for a better understanding of cybersecurity education. Since the ultimate goal of the cybersecurity education is to enable the students (or practitioners) could master the cybersecurity skills and apply these technologies to deal with real threats and attacks in the cyberspace, the hands-on experiments that could reflect the practical cybersecurity scenario are the most important parts of training the practitioners. However, developing a plenty of hands-on experiments for cybersecurity education is very difficult and we also introduce the challenges in this section.
A. CHARACTERISTICS OF CYBERSECURITY KNOWLEDGE AND TECHNOLOGY
Cybersecurity is a typical interdisciplinary discipline. When we study the security issues, cybersecurity always shows the concomitance property (i.e. post-companion) [6] . For example, cloud security problems appeared only after cloud computing and cloud service are utilized, while IoT security issues should be considered when the Internet-of-Things are widely adopted in reality [7] - [9] . Regarding the cybersecurity education, it is quite difficult to predict and prepare necessary lectures or experiments in advance [10] . Once some concomitant security issue emerges, a large number of hands-on experiments need to be developed rapidly to meet the challenges of security threats and attacks [11] .
Attack-defense confrontation is the concrete manifestation of cyberspace security. 'A fall into a ditch makes you wiser', this proverb describes the progressive patterns of technology in cybersecurity. In other words, defense technology, the dove of peace in the white box, is forced to evolve with various attack methods, the ghost in the black box. Therefore, considering the confrontation characteristics of cybersecurity, conducting the hands-on experiments for the practitioners is the best teaching and training approach.
Security threats in cyberspace stem from not only the cyberterrorist and cyber-attacks, they also come from a large number of existing software vulnerabilities on the other hand. The forms and methods of cyber-attacks are changing constantly, and the number of software vulnerabilities is also increasing rapidly with the increasing number and complexity of software. For example, 6447 vulnerabilities were found in the complicated software in 2016, while 14714 and 16555 vulnerabilities were found in 2017 and 2018 respectively, with the growth rates of 128% and 12.5% (https://www.cvedetails.com). Hence, the cybersecurity practitioners must be prepared to thrive in a constantly evolving technological landscape (https://www.iste.org/). Therefore, it is necessary and important to design and develop a plenty of hands-on experiments rapidly in order to enable the practitioners can cope with the challenges of new cyber threats.
B. CHALLENGES OF DEVELOPING HANDS-ON EXPERIMENTS IN CYBER RANGE
Developing hands-on experiments that are consistent with realistic scenarios requires first-hand data on the security threats or the cyber-attacks. However, these data, including operation logs, tracking records, statistical results, and analysis [16] , are mainly collected by the security enterprises or the government management agencies. In addition, in order to design and develop the hands-on experiments, it is necessary for the experienced engineers to reproduce the real attack routes and the defense methods. However, these people are mainly distributed in the security enterprises, and the enterprises or the engineers have no natural motivation to develop hands-on experiments for cybersecurity education. Therefore, it is the first challenge to motivate the experienced cybersecurity enterprises or skilled engineers to engage in developing the hands-on experiments.
The faculties are the direct participants in cybersecurity education and they can be considered as the demanders of the hands-on experiments. They are aware of what kinds of experiments are needed and what patterns of hands-on experiments are suitable from the cybersecurity education. As the direct beneficiaries, if there exists such appropriate hands-on experiments, they will not hesitate to adopt them for education. But when they are asked to summarize or refine their experimental requirements, especially the specific business background, operating style, operation steps or scenarios, they also show no initiative motivation for the additional work. Therefore, it is the second challenge to motivate the cybersecurity faculties to engage in the design of the hands-on experiments.
Concluding from the above analysis, the suitable constructors and the direct demanders in the cybersecurity education have no motivation to participate in developing a plenty of hands-on experiments. The reason behind the phenomenon might be the mismatch of the resources that are owned by both sides. The constructors from the enterprises could not understand the real needs of the cybersecurity education, and their data or skills cannot be exchanged for return. Correspondingly, the demanders from colleges and universities do not have real data and practical experience; their demands cannot be notified to the constructors directly. Therefore, a framework for exchanging the educational resources and the demands would be a bridge connecting both sides for addressing the above challenges.
III. CROWDSOURCING APPROACH AND ITS APPLICATIONS IN EDUCATION
Crowdsourcing is useful in gathering massive information by a large number of participants. The term Crowdsourcing basically means a bound of people combing together to solve a common problem in 2006 [12] ; then it has been widely adopted in scientific research, software development, interactive question and answer, online education and other fields. The crowdsourcing approach can be regarded as making a cumulative contributions by combining the wisdom or efforts from a crowd of people.
Idea sharing is the first application mode of crowdsourcing in the field of education. Students can help each other with sharing ideas about their experiments or homework; faculties can share lesson strategies and teaching cases; and professors can offer personalized teaching guidance for students according to their feedback. This approach could help optimize the teaching style, courses and effects among student. (cited in Sep 27th, 2019, https://theknowledgereview.com/crowdsourcing-vitalfactor-future-education/).
Cooperation is another important application mode of crowdsourcing in the field of education. A crowdsourcing based software program is established in [13] for medical students to memorize substantial amounts of information by generating concise, high-yield study materials. A gamebased privacy learning system is designed and developed by leveraging the wisdom of a crowd of non-experts on Amazon Mechanic Turk in [14] . The empirical stud demonstrated that the crowd can provide high-quality ideas of designing and developing a practical, educational privacy learning game.
In addition, there is a combined application mode of crowdsourcing for education. For example, a crowdsourcing education program is designed in [15] , which includes different components such as crowdteaching, crowdleraning, crowdtuition, crowdfunding, etc. The program can enhance each student's skills, optimize the lecturing process effectively by sharing and pooling the study materials, and also improve alumni financial situation by supporting tuition crowdfunding.
Different from the mentioned application modes above, our work mixes the cooperation modes of software development and teaching application. We propose a crowdsourcing approach to develop the hands-on experiments for cybersecurity education.
IV. RPOPOSED CROWDSOURCING FAMEWORK AND MODELS
In this section, we present the crowdsourcing approach for developing the hands-on experiments. We introduce the implementable crowdsourcing framework called RC 2 F for developing the experiments rapidly and continuously. In addition, we present two models where FIM (a constructor-oriented Forward Incentive Model) motivates the constructors and BIM (a demand-oriented Backward Incentive Model) motivates the demanders respectively.
A. THE IMPLEMENTABLE CROWDSOURCING FRAMEWORK
The object of crowdsourcing is to generate some product through cooperation. In cybersecurity education, the product refers to the hands-on experiments. We propose and implement a crowdsourcing framework called RC 2 F that consists of three entities. The first entity is Constructor, which is not only the owner of the resources, but also the constructor of the experiments. Generally, the constructors can be the cybersecurity enterprise or the skilled engineer in cybersecurity education (without otherwise specified, we use constructor in the following parts). The second entity is Demander, which is not only the user that could be the direct beneficiary of the crowdsourcing products, but also the demand designer. Generally, the demanders could refer to the faculties in cybersecurity education. The third entity is User, which has no other interactive activities in the crowdsourcing process apart from paying for the use of generated product (i.e. the hands-on experiments). The users could refer to student or lecturer who learn knowledge and acquire cybersecurity experience through the education framework.
Constructor and Demander are two initial entities, that is to say, crowdsourcing is initiated by one of them. After that, crowdsourcing activities would run iteratively (or once). The User as consumer entity could not initiate crowdsourcing, but it is essential for the sustainability (iteration) of crowdsourcing activities (like wheel). RC 2 F defines two channels at the same time, which exchange resources among the entities. As shown in Figure 2 , the Forward-Channel converts the resources owned by the Constructor into Works (the generated products such as the hands-on experiments) and passes them furtherly to Demander and User. The Backward-Channel delivers the DEMAND owned by the Demander and PAYMENT of User to Constructor as returns. Equilibrium can be found by analyzing the model from one of three entities perspective. For the User entity, the forward channel provides Works as service, and the backward channel sends PAYMENT as a reward. Thus the User entity is balanced. For the Constructor entity, the forward channel transmits Works as service to User (as well as Demander, though it is a little different with the former scenario) and the entity receives PAYMENT from User by the backward channel. Besides, the forward channel transmits Works from Constructor to Demander in order to meet the latter's DEMAND, which is proposed by Demander and delivered to Constructor through the backward channel. Therefore, the Constructor entity is also balanced. For the Demander entity, the DEMAND is designed and proposed through the backward channel and Works is provided by the forward channel in order to meet its need (it can be regarded as a reward). It is also a kind of qualitative balance for Demander.
Equilibrium means fairness. It implies that participating entities would receive the corresponding returns while contributing to the crowdsourcing framework. When the framework needs to measure the contributions, quantification models are needed to calculate the amount of contribution and benefit. It should be noted that only the contribution of the initial entity is worth quantifying. Once the crowdsourcing process starts, the behavior of the consumer entity cannot be predicted and controlled. Other entities' contributions and returns in the framework will gradually be balanced.
B. THE CONSTRUCTOR-ORIENTED FORWARD INCENTIVE MODEL
FIM (the constructor-oriented Forward Incentive Model) qualitatively describes the incentive characteristic of RC 2 F for Constructor in a mathematical way. Furthermore, after instantiation for specific application, FIM model can also be used to design incentive mechanism for Constructor.
In the operating scene, there are three parameters in FIM which are positively correlated with the incentive of Constructor:
Count U refers to the number of works produced by Constructor and ordered by User. Mark represents the evaluation of Works ordered by User. When it comes to a specific work (i.e. experiment), it is a specific number indicating the satisfaction of users ordering this work; otherwise, it is a statistical value indicating the evaluation to all of works developed by one Constructor.Money is the fee or reward that User pays Constructor for the use of his works. In practice, it may be money, points or virtual money.
As implemented in the RC 2 F framework, the Count U parameter in FIM is included in the Forward-Channel, while the Mark and Money parameters are included in the PAYMENT load of the Backward-Channel.
C. THE DEMANDER-ORIENTED BACKWRAD INCENTIVE MODEL
Similar to the FIM model, BIM (the demander-oriented Backward Incentive Model) qualitatively describes the incentive characteristic of Demander. Same as FIM, BIM also can be used to design incentive mechanism for Demander.
In the operating scene, there are three parameters in BIM. Two of them, Count D and Demand DC , are positively correlated with BIM (i.e. incentive to Demander). And the other parameter Demand is negatively correlated with it (i.e. negative incentive effect against Demander) as the following formulation:
Demand refers to the number of requirements put forward by Demander. Demand DC represents the count of requirements fulfilled by Constructor. The combination of the two parameters evaluates the requirements from the perspective of quality and realizability. Count D is the number of works ordered by Demander. In practice, the size of Count D implies Demander's recognition of Constructor's works. For example, in the context of cybersecurity education, the larger Count D is, the more consistent Constructor's works are with the hands-on experimental requirement.
As implemented in the RC 2 F framework, the Count D parameter can be found in the Forward-Channel, while the Demand DC and Demand parameters are included in the DEMAND of the Backward-Channel.
V. A CASE STUDY AT CIAT
The RC 2 F framework and the two incentive models have been validated through educational practice in CIAT (Cyberspace Institute of Advanced Technology) of Guangzhou University).
In September 2018, Guangzhou University set up an experimental class (called F-Class) on cyberspace security at CIAT (http://wyy.gzhu.edu.cn/index.htm). F-Class brings together a large number of excellent researchers and carries out a lot of pedagogy research in cybersecurity education. ''Characteristics of cybersecurity knowledge and technology'' and ''Challenges of developing hands-on experiments in cyber range'' described in Section II were explored in the course of the study. According to these conclusions, F-Class deployed a large-scale internal cyber range for training students' operational ability. Crowdsourcing approach was employed to develop hands-on experiments in the cyber range according to the requirements of the curriculum. The RC 2 F framework was designed in the progress, as well as the FIM and BIM models were instantiated.
A. REQUIREMENT OF CURRICULUM
There were seventeen courses in F-Class curriculum. All of them need hands-on experiments for practicing the students' operational ability. We take the course ''Software Security and Analysis'' (abbreviated as ''SSA'') as an example to illustrate its experimental requirements.
SSA hands-on experiments included tool exercises, reverse analysis, penetration testing and automated vulnerability mining. The total experiment lasted more than 80 hours. Considering the other 16 courses, it is impossible to rapidly develop and deploy such a large number of experiments that were consistent with real scenarios by the instructors of CIAT. Crowdsourcing is the preferring approach. A specific experiment corresponds to a crowdsourcing project. The process of developing the experiment is consistent with the order in Table 1 : they are ordered from tools' practice to application, and from manual to automatic analysis. The publishing order of the crowdsourcing projects was also the developing process of the experiments.
B. ENTITIES IN CROWDSOURCING
There were three entities. Instructors who taught SSA course acted as Demanders and Users at the same time. Instructor was Demander when each crowdsourcing project was released, and he was User when the experiment was accepted and deployed in the cyber range. Senior students were Constructor, who bid for projects and submitted experimental works.
The crowdsourcing was an optional item for the homework of comprehensive practical course, which lasted four months. Students applying for this course could choose the crowdsourcing item in multiple post-selection items. The credit was determined by the quality of the experiment works that the student submitted.
As shown in Figure 5 , the number of student participating in crowdsourcing homework shows saddle-like change. It implies that some students quit crowdsourcing, and then more students joined in afterwards. With the number of students rising wavily, the number of accepted experiments increased steadily. Eventually, the number of experiments per month reached twice of the number of students. It could verify that the RC 2 F framework and the two models are effective.
C. INSTANTIATION OF TWO INCENTIVE MODEL
Limited by the conditions and scale of verification practice, the instantiation of the two models was simplified. We keep the main bodies and key parameters for further analysis.
1) FIM INSTANTIATION AND ANALYSIS
Three main parameters of the FIM model, i.e. Count U , Mark and Money, were all instantiated in verification practice. There was no more parameter appended. Count U was instantiated as the number of experimental works which were accepted by instructor and could be deployed in cyber range. Instructor scored the accepted experimental works; the score was taken as the instantiation of Mark which ranged in [0,2]. The total score of each student taking part in crowdsourcing must range in [3] , [5] . If the score exceeds 5, a certain amount of money would be paid to the student, which was the instantiation of Money.
A total of 21 students participated in the crowdsourcing. As shown in Table 2 ,7 students quitted with no submission, and one student scored only 1.5 points with one experiment work. This implies that a third of the crowdsourcing participants did not contribute.
2) BIM INSTANTIATION AND ANALYSIS
With the simplified verification scenario in F-Class, the instructor acts as Demander and User at the same time. Hence Count D was the same as Count C in FIM. Demand DC and Demand were instantiated with their original meanings.
The course homework does not set limit on the number of submissions that each project could receive. As shown in Table 3 , Demand DC > Demand in some rows, such as projects No.1-3. In addition, because of the mismatch between project requirements and students' abilities, some projects' submissions were far less than the requirements, such as project No.12. The feasibility of the BIM model was verified by practice in F-Class, it also showed that external constraints were needed to ensure the effectiveness of the model. For example, the order of works accepted for each project (e.g. first come first served) should be declared in advance to avoid the result Demand DC > Demand.
VI. CONCLUSION AND FUTURE WORK
In this paper, we summarized the characteristics of cybersecurity knowledge and technology, which included confrontation, concomitance and rapid-changing. Developing hands-on experiments rapidly and continuously was essential for training students' capability. It is indispensable to establish an implementable mechanism for resource exchange among security enterprises and educational institutions. We proposed the crowdsourcing framework RC 2 F to provide resources exchanging channels among the participants and introduced two incentive models for demander (come from cybersecurity education institute) and constructor (come from cybersecurity enterprises or skilled engineers) respectively. RC 2 F and the incentive models (FIM and BIM) were verified by F-Class's educational activities in CIAT of Guangzhou University. RC 2 F was able to transmit requirements from Demander to Constructor and return rewards from User to Constructor. Besides, the FIM model could convert User's satisfaction to incentive towards Constructor, while the BIM model could describe the relationship between crowdsourcing works and requirements to encourage Demander release the preferable crowdsourcing needs.
While the RC 2 F framework as well as FIM and BIM are proposed for cybersecurity education, they could also be adopted in other crowdsourcing scenarios.
Concerning the framework and the proposed methods in this paper, the following aspects can be further studied. First, we could explore what kind of external conditions and constraints should be refined. Second, conducting a large-scale verification practice could be useful in optimizing the structure and improving the feasibility. Finally, more crowdsourcing scenarios could be used to explore the advantages and disadvantages of the proposed framework. 
